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DETAILED ACTION

1. This communication is in response to abplicant’s amendment filed May 12, 2006.
Claims 1-7, 9,.11-18, 20 and 22-27 have been amended. Clalms 1-27 are currently "
pendmg in this case. | | R

Response to Arguments
2. Applicant’'s arguments, see amendment, filed t\/lay 12, 2006, with respect to the
section 112 rejection of claims 1-27 have been fully considered Land are persuasive, with
'resaect to the claims in their cdrrent amended ferrtt. fhe s.ectior"t~1 12 rejection of claim's. -
1-27 has been withdrawn. |
3. Applicant's arguments filed May 12, 2006, wittt respect to'the section 103
rejection of the claims have been tully considered but they are nl-ot'pe’rsuasive
4. Applicant argues wnth respect to mdependent clalms 1! 12 22 and 27 that ?r?é
cited prior art reference, Bianco et al (US 6,256,737) requires that all biometric template
checksv be dorte‘remotely, whereas the instant application allow tor remote template
checking only in the event of not fi inding the template Iocally |
5. Attention is directed to Blanco at, e. g . “FIG 7 lnclud 0} ?6r‘r'1"':etttié""ser'\'/e*r"i'd;t o
(FIG. 1), computer 208 (or alternatively remote/web computer 210, both from FIG. 2),
authentication interfaee 704, authentication interface ‘706, authentication object 708,
database object 710, pollcy object 712, comm obJect 716 comm object 718,
authentication object 720'and blometnc ‘device object 722 Here blometrlc server 104 is |

performing as the server and computer 208 is performing as the client.” (col 22, In 41-

el o - PRI S LA § T

. . : : R U . :
Frve oy R Lot Tot ot T T R L
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6. Thus, Bianco does allow for either remote or local template'ch'ecking.
7. Additionally, it would be obvious to one of erdinery skill in”theért that what ceh t)e ‘
cone remote can be done locally. |
8. Particularly if, “(a)lternatively, a biometric temptate 502 can be created for each
biometric device within network system 202.” (col 19,. In 35-36) -

Clal;m.Rejections --;3‘5 .US(:: '§"103 ’ o
9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obvnousness rejections set forth in this Office action:

(a) A patent may not be obtained:though the invention is not identically disclosed or described as set
- forth in section 102 of this title, if the differences between the subject matter sought to be patented and
“the prior art are such that the subject matter as a whole would have been obvious at the time the A
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

6. Claims 1-27 rejected under 35 U.S.C. 103(a) as being unpatentable over Bianco

etal(US6.256,737). .

7. Regardlng clalm 1 (as best understood}— : 5500 be cromne . or o
. .4 J\ . . b "1. . z(/ :.‘8.“"" . .

) Bianco discloses a person authentication appllcatlon data processing system for
performing a person authentication process based ona veriﬁcation‘ process between a

2

template extracted from a pe_rse(r)tl :qent[f cat|on certlt" cate in whucfrzjft;he template (104, coI .
31n 1-5, "'Comgaretcii__measy,rsm?ﬂt‘S.(‘.)f;lir}uqye pers?nal qhatacte{;stles ) which is person - - -
identification data Qf an individual.user who uses an information processing apparatus

and user input sampling information, said person authentication appli"cetion data

processing system compnsmg e SRITNS

an mformatlon processmg apbaratus as ‘a person authentlcatlon executlon entlty e

(e.g. col 3 In 7-17, “administration station”); and

L oo dCthenLCalion proc ass bascd o a vedficatiun Lro. . L1 hoen a
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a person identification certificate authority as a person identification certificate
issuing entity (e.g. col 3 In 33-40, “certificate authority system”, 104),

wherein said mformation processmg apparatus performs a process of retrieving a

person identit" catron certificate used for a person authenticatron process based onuser «- . - .

input lnformation, and outputs a request for issuing a person identiﬂcatlon certificate to
the person identification certificate authority when a person identiﬁcation certificate

: corresponding to the user |nput mformatron cannot be extracted (e.g. coI 16 In 5-20,
“”swntchboard object receives the request via comm. object and creates receiver -
object’)

said person identification certificate authority creates a person identification

. certificate in Which an:encrypted template which can be‘decrypted.in said information

.

'r v-‘

processmg apparatus and performs an’ |ssu1ng process for the |nformat|on processing

. apparatus (e.g. col 54 In 10-28, digital certificate from a certificate authority”), and

said information processing apparatus performs a process for'storing the person

: |dent|f|cat|on certit" cate‘issued from said person identification certit" cate authonty in the A‘
storage mea‘ns ‘of the* informatlon'procgssmg ‘apparatus® (e’g“é‘ér 54 0 “10-28; “encrypted--
digital certificate containing .. . identification information”).

8. Bianco does not use the same.steps in the same o'r'der as the instant application.

- Mere re-ordering of steps, however, wopld be obvious to one of'.ordinary skill in the art

and thus does hot' confer patentablil'titl‘cz 2 avthoiy c.'_ea:_{es: a'per.‘so{y’imr...:‘ici;r.ioz‘.

9. Regarding claim 2 -

v . I e e .
LY N L - P T N 0 S O

Aol Hréeussing apo Hds penvn..3 g piuu.bs ror st g ,zerson e
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Bianco discloses a person authentication application data processing system according
to Claim 1, wherein, in the process for storing the newly obtained person |dent|f cation _ ‘
certificate in the storage means, when said newly obtalned person |dent|f cation

certificate is a person identification certificate corresponding to the same user for an

* existing public key certificate which has-already been stored in said information

processing apparatus, said information processmg apparatus performs a process for ’

creating palr information of identifiers of each certificate and stores the palr |nformat|on

in the storage means (e.g. col 54 In 20-30).

10. Regardingclaim3- =~ "7 ¢ o o | B

Bianco discloses a person authentlcation apphcation data procevssmg‘ system accordlng '
to Claim 1, further comprlsmg a certifi cate authority as a public key certificate issuing

entity, wherein, said information processing apparatus performs a process for retrieving

" a public key Certificate used during data communication with an éxternal apparatus with

_stored data of'the‘storage'rneansfof;tﬁe’inforrnation"”pro:cess'inﬂg‘; ‘apparatus being'used .. ©

as the retrieval target'on the basis of the user input infor'rnation,'creates:a pair ofa
public key and a secret key when the applicable public key‘certiﬁcate‘cannot be "

" extracted, transmits the created public kéy to the certificate authority which is the '’

issuing entity of the public ke)i/ clérit'iﬁcaté‘and‘makes a request for issuing a person . o

identiﬁcation certificate, said certificate authority performs a process for issuing a public
key certificate corresponding to an individﬁal user or a public’key certificate

_ corresponding to said information processing‘apparatus, ‘and 'said information *

. ’ e T Y OER R . AL T IS T A . ST
processing apparatus performs a’process'for storing the public key certificate issued P
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from said certificate authority in the storage means of the information processing
apparatus (e.g. col 54 In 20-30).
11.  Regarding claim 4 —

Bianco discloses a person authentication application data proAce's_s'ing. system according -

!

to Claim 3, wherein, in the Aproc-'ess for storing the newly :obtéine ' pe'rson identification
certificate in the storage means, when said newly obtained person identification
certificate is a person identification certificate corresponding to t_he same user for an
exiéting public key certiﬁcate which has already. been stored in sa_id information
processing apparatus, .said. inchrmation processing ap;.)a;.r'e.litﬁs‘pé'rforrhhs a process for
creating pair information of identifiers of each certificate and stores the pair information

in the storage means (e.g. col 2 In 50-60): - R -.‘»-1 e

12.  Regarding claim 5= -

u +

Bianco discldsés é';berson' .autﬁentication application dafa p:robéssing systerh aécording'
to Claim 3, wh{erein, in the process for storing the nevyly obtained peréon identification

* certificate in the storagé means, when said newly obtained person identification -
certificate is a'person ideh'tiﬁéatiéfﬁhcertiﬂcate"cbrrgsthdiﬁg'tB the é'iabfﬁé'user for an ’
existing public key certificate which has already been stéféd in g%id”i?if&?rhaiiéﬁ A
processing apparatus, said information procésSihg apparatus performs a process for

' creating pair information of identifiers of each certificate, stores thé pair information in

the storage means, and'r'eg'ister}s;fft%'gether' a prqcesslidentiﬁe;.fﬁyi'/;ﬁjc.:ﬁ‘iﬁéntiﬁes a process
such as services to be usféd (e.g. col 55 In 45-60). R

13. Regarding claim 6 —
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Bianco discloses a person authentication application data processing system according

" to Claim 1, further comprising a service distribution construction i which various

services such as content distribution can be received from a service provider under the -

control of a service registration server on the condition of user registration for the.

service registration server, wherein said information processing apparatus performs a
person authentication process based ona venf cation process between the template ‘
extracted from the person |dent|f catlon certlt" cate in WhICh the template Wthh is person )
identification data of an individual user who uses the inforrnation processing apparatus

is stored and user input sampling information and performs user registration for said

service registration server on the condition that person authenticatlon is established

" :,.;,J:».- -

(e.g. col 55 In’ 45-60).‘ opanthel ot o atios ddta proce .ig syc\ T coords no R

14, Regarding claim 7 -

Bianco'discloses a person a‘uthentication application ‘data processing system according |
to Claim 1, further cornp'ris'ing"a‘service'distribution cdn’s:iriji‘:tibﬁi’?i’r’f'vi"ﬁiéh various
services such as content distrlbution can' be recelved fromsa Sémbé 'provnder under the

" control of the service registration server on the condition of user registration for the
service registration server, wherein said information processing apparatus performs
mUtUaI authentication with'ls'aia"S‘ervice provider by usmg 3Bl Blri:'cfl'ieii'?certiﬂcate' T
corresponding to an mdnvrdual User or a publlc key certlt""' cate corresponding to"said’ .
information processing apparatus in a process for receiving service distribution from

said service provider, and said service provider provides services for said information

processing apparatus on the conditlon that |t is confirmed that the publlc key certifi cate

e B S on e e {3k pr or‘essmq Systa: o ording *
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used for said mutual authentication oorrespOnds to an.authorized user or device
registered in said service registration server and said mutual authentication is
established (e.g. abstract, col 3 In 33-40).

15. Regarding claim 8 —

Bianco discloses a person authe’ntiCation application det_a' processing Systern according -~ - -~ .-

to Claim 1, wherein data communication between said information processing
apparatus as a person authentication execution entity and the person identification

- - certificate authority as a person identification certificate issuing entity is performed on. -

the condition that.the mutual authentication process is-established (e.g. abstract, Col2y 8- - -

- In83 —col 31In 5).
'16.  Regarding claim 9 —

. Bianco discloses a person authentication application data processing system according

T el Yy e 3240 S, e . e
to Claim'1, wherein;, for data'communication between said information processing ~- e

apparatus as a person authentication execution entity and the person identification
certificate authority as a person identification certificate issuing entity, a data

' transmission' part performs a process for creating an 'éleo"trohio'siéneture for - |
transmlssnon data, and " re'f:elt\'nnqg"p'érrt peﬁr‘forms a process ‘for verlfylng the electronlc
signature (e.g. col 55 In 47-57). |

17. Regarding claim 10 —

- Bianco dlscloses a person authentlcatlon appllcatlon data processmg system accordlng

to Clalm 1, whereln an encryptlon key used to encrypt the template stored in the person

identification certificate issued from said person identification certificate authority is a

. S e e e, . o o U e sl a

s Joerson idshtific ion ~eruiic.. .Wu hg ont.ty Aucn S
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public key which is set for said information processing apparatus or an individual user

" (e.g. col 55In 37-45).

~station”); el

18.  Regarding claim 11 — _
Bianco discloses a person authenticatioh application dafa p'rbce-}ssiné sySterﬁ according
to Claim 1, wherein said template is biometric information of a person such as

' ‘ fingerprint information, retina pattern information, iris pattern information, voice print
information, and handwriting inforrhation, ora nonfbioﬁwetric iﬁfc;lfmaféon such as a seal,
a passport, a driver's license, and a card, or any combinatidn of two 'or moré of the |

biometric information and the non-biometric information, or a combination of any of the

information and a password (e.g. abstract).

T T O
S B L G T § N T O

:ufOE'I;.irth“x el e

19. Regard'ing~ claim' 12—
Bianco disclbses a:person authenticafion application data p'roce'séiné méthdd for
performing a person authentication process based on a verification proCess between a

" template extracted from a person ‘identification ceftiﬁc‘ate*in"Whiérfé"téfrﬁplété which is *
person identification data of an ifdividfal user Who"ij'sé’sf?n;irfi{fdfr'.hafialﬁ processing -
apparatus aﬁd u'sé'r iﬁput éampling information, said peréoﬁ autt'1eriti'c'ati6n a;pplibatibn

data processing method Ebmprising (:104,'col 3in1-5, “cbmpared measurements of

unique persdnalcharactel'IStICS"). PUOTTRD s s rernImriarsnn @ .L‘..'i".'(" A NS
. . R I L o Y D N AT T U C i wie
* a step for providing‘an mfbrmatlon'processmg apparatﬁs as'aperson - L

~authentication execution entity and a person identification certificate authority as a

person.identification certificate issuing entity; (e.g. col 3 In 7-17, “administration

i o et evmmer  mim v peremem g e v et e
. . v seede A [ PO WCTIZDINT T W,

.. cduienuloton proCess Bl 1 an v, ication pit "o tedeit
. ‘ ° . N N ‘L- L .o
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a step in which said information processing apparatus'performs a process of
retrieving a person identification certiﬁcate used for a person autnentication 'process |
based on user input information, and outputs a request fori |ssu1ng a person
identification certificate to the person identification certlf cate authonty which is a person
identification certificate i |ssurng entlty when a- person |dent|t" catlon certlf cate |
corresponding to the user mput mformatlon cannot be extracted (e g. col 16 In 5 20,
“switchboard object receives the request, via comm. object, and creates receiver
object) | |

~ a step in which said. person identifi catlon certrf" cate authorlty creates a person;_-
identification certifi cate in whrch an encoded template Wthh can be decrypted in said
information processing apparatus is stored and performs an issuing process for the
information processing apparatus (e.g. col 54 In 10-25, “digital certiﬂcate from a

. o Y e Ul oo L et {f.‘;"\i_i:f‘ CeDE
certificate authority”); and Pl o o . e Df

4 u
ety 24 s

‘a step in WhICh said |nformat|on processrng apparatus performs a process for

| storing the person identification certificate issued from said person identification
certificate authority in'the storage means of the information processing‘apparatus (e g |
col 54 In 10-28, “encrypted dlgltal certifi cate contalnlng |dent|f catlon |nformat|on”) |
20. Bianco does not use the same steps in the same order as the mstant application.
Mere re-ordering of steps, however, would be obvious to one of ordinary skill in the art

e ad e

and thus does not confer patentability. -
21.  Regarding claim 13_ PSS Llin b is;;tsii'. JRAI(VN

o P BRGEAR aby il oSS PR

oy,

- PRI [ LA s P I

W HIL L L CRMLWGT S o e SR iHenu,.
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Bianco discloses a person authentication application data processing method according

to Claim 12, wherein in the process for storrng the newly obtained personal

" identification certificate in the storage means, when sald newly obtained person

identification certlﬂcate isa person |dent|ﬂcat|on certlﬁcate corresponding tothe same

user for an existing public key certificate which has already been stored‘in said |

information processing apparatus, said information processing apparatus performs a

- process for creating pair information Aof identiﬁers of each certificate and storing the pair

information in the storage means (e.g. col 54 In'20-30). * . - x

22. Regarding claim 14 —

‘ | Bianco discloses a person authentication application data processing method according
o Claim 12, further comprrsmg '_ '_ C o HE DRI

a step for provrdlng a certlf cate’ authorlty as a publlc key certlf cate |ssumg ‘entity; '.

a step in which said information processing apparatus performs a process for retrieving

a public key certificate used during data communication with an external apparatus with

~ stored data of the’ storage méans of the mformatron processung apparatus being used

as the retrievai target on the basis of the User |nput information: E:Feates a‘pair ot“a"

* public key and a secret key when the corresponding public key certiﬁcate cannot be

extracted, transmits the created public key to the certificate authority which is tne

' |ssumg entity of the publrc key certifi cate |

a step in which said certifi cate authorrty performs a process for |§§u‘|ﬂg"a pubilc Rey LI

certificate corresponding to an individual user or a public key certificate corresponding

to said information processing apparatus; and - o T
Coeas T TNONGRT L e L nDenonasa e o

e viorta vsed Juin da, o dsics giiwith-anexternal acos ot Wit
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- astepin whioh said information prooessing apparatus performs a process for storing -
the pUinc key certificate issued frOm. said certiﬂCate authority‘in'.the storage means of .
the information processing apparatus (e.g. col 54 In 20-30).
23. Regarding claim 15 - |
Bianco discloses a person authentication application data processing method according .
to Claim 14, wherein, in th'e process for storing the newly Obtained personal,
identification certificate in the storage mean, when said newly obtained. personal
identification certificate is a personal identification certificate corresponding to the same
" user for an existing public key: certiﬁcate whioh has aiready beeh stored in said - e :
inforrrtation processing epp'aratus',. seid inforrrtetion prooess_ing eoparetus performsa
process for creating pair information of identifiers of each certificate ahd' for storing the

pair information in the storage means (e.g. col 2 In 50-60).

B = S U L

24, Regarding claim’ 16 =~
Bienco'discloses a"'ﬁe"rsorﬂi "'éutheritioetion aoplioatiOn deta ‘p_roces-sing rrtethod accor'dirig"%' ‘
to Claim 14, wherein, in the process for storing the newly obtained personal -
identiﬂcation_certificate in the storage means, when said newly obtained person

" identification certificate is é‘person idehtit" cation certificate 'bo'rresboﬁdirig to the'same’
user for an exnstlng publlc key certlﬁcate WhICh has aIré‘étd‘y been stored in sald
information processing apparatus, said information processing apparatus performs a
orocess for creating pair information of identiﬁers of each certiﬁcéte storing the pair

" information in the storage means, ‘and reglsterlng together a process ‘identifi ier WhICh

ldentlf ies a processhsuch as servnces to ‘be used (e g col 55 In 45 60)

PR . . ’ PEN T T “ .
Sy L | [ VTG 1 v oitoimed Savs.

COrree ne same - -
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25. Regafding claim 17 —

Bianco discloses a person authentication application data processing method according

) ~ to Claim 12, further comprising: a step for providing a service distribution construction in

which various services such as content dlstnbutlon can, \ be recelved from aservice - .

e O
provider under the control of a service reglstratlon server on the condltlon of user -

registration for the service registratioh server; and a step in which said information

‘ . processing apparatus performs a person authentication process based on a verification

process between a template extracted from the_person‘.igentiﬂcatioh certificate in which R

the template which is person identification data of an individual user who uses the .

information processing apparatus is stored and the user input sampling information, and

" performs us'er”registration for said service registration server on. the condition that -

person authentication i estabhsr'\'ém (e g. col 55 In"45 60) J Be o e “.:4'
- 26. Regardlng claim 18 =
Bianco. discloses a person authentication application data’processing method according )

" to Claim 12, further comprising: a step for providing a service distriblition constriiction in

. . . - S 4 ‘," i ? ‘.':"ﬂ SN AT ':-' e N v :'5": ' ‘«"i;';’.:‘i. ‘ "'! .":f ‘1 H - '. .
which various services such as c¢ontent distribution 'can.t_;e, récelyed from aservice - .

provider under the control of a service registration server on the condition of user -

registration for the service'registration server; a step in which, in"a ‘process for receiving -

_ service distribution from said service provider, said ihfdrihéﬁb?i br“ci‘(:'e'ssirhg ebbgratus

performs mutual authentlcatlon wnth $5id Service provuder by usmg a publlc key n A

certificate correspondlng to an individual user who uses the |nformat|on -processmg

apparatus or a public key certificate corresponding ta said information processing

e e - - . . L -
L N : .

“oel80N autiantication applice son Gata LreCes Hing T A 30 AGCuIdihy :
: - T R
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apparatus; and a step in which said service provider provides services for said

information processing apparatus on the condltlon that |t is confi nned that the publlc key

certificate used for said mutual authentlcatlon corresponds to an authorlzed user or
device registered in said service registration server and said mutual authentication is
established (e.g. abstract, col 2 In 63 - col 3 In 5)..

27. Regarding claim 19 —

Bianco discloses a person autnentication application d:ata 'processing rnethod accordtng

to Claim 12, wherein data communication between said information processing

apparatus as a person-authentication-execution entity and the person identification - - .-

certlflcate authorlty as a person |dent|f cation’ certlflcate |ssumg entlty is performed on °

the condition that the mutual authentication process is establlshed (e g. abstract col 2 a
In53-col3ln5). - o e

- 28. Regarding claim 20 - R N "'f e

| Bianco dlscloses a person authentlcatlon appllcatlon data processnng method accordlng

to Claim 12 wherem for data communlcatlon between sald |nformat|on processmg

apparatus as a person authentication execution entity and. the person identification

* certificate authority as a person identification certificate issuing en'tity adata -

transmission part performs a process'for creating an electronlc srgnature for -

transmission data, and a recewmg part performs a process for verlfylng the electronic

signature (e.g. col 55 In 47-57).

2

S
G
f O
i

[

*29. Regarding claim 21 - c e
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Bianco discloses a person 'authentication application data 'processing» method according -
to Claim 12, wherein an encryption key used to encrypt the template stored in the
person- identification certificate issued from said person identifi cation certificate authority
isa public key. which is set for said mformation processrng apparatus oran rndrvrdual
user (e.g. col 55 In 37-45) I R

30. Regarding claim 22 —

Bianco'discloses an information processing apparatus for performing a person

| authentication: process based on a verification process between a template extracted

from a person |dent|ﬁcat|on certifi cate in which the template Wthh is person IR |

identification data of an individual user who uses the information processing apparatus

. is stored and user input sampling information wherein said inforrnation processing
apparatus performs a process ‘for retrieving a person |dentif|cat|on certiﬁcate used for a .
person authentlcatron process based on user lnput mformatlon wrth stored data of the
" information ‘processing apparatus being used as the retrieval target(104, col 3 In 1-5,
“compared measurements of unique personal characteristics”) outputs a request for
issuing a person |dent|t" cation certificate to a person identifi catron certrt" cate authonty |
which is a person identlf cation certif cate i |ssumg entrty w’h’é% a person |dent|t" catlon
certificate corresponding to the user input information cannot be extracted (e.g. col 16 In
5-20, “"switchboard object receives the request, via comm. object and creates receiver
object’) , and stores the | person |dentn" cation certificate’ |ssued from the person

l"‘ M -

identification certifi cate authority in the storage means of the' informatlon processrng

L)

s A'\";; . -l' 1’{‘”{‘(.!"“‘:..5.0";‘

SEEER RO SR R I R 's‘ as™ 6"tPu‘* RN (8
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apparatus (e.g. col 54 In 10-28, “encrypted digital certificate containing . . . identification

mformatron")

31.  Bianco does not use the same steps in the same order as the mstant apphcatron R

- Mere re-ordering of steps, however, would be obvious to one of ordinary skill in the art
and thus does not confer patentability. ‘
32, Regarding claim23- .
‘Bianco discloses an inforrnation processing apparatos'accordin:g""to'(.flaim 22, wherein;‘
in the process for storing the newly obtained personal identiﬁcation cer_tiﬁcate in the
storage means, when said newly obtained person identiﬁcation certificate is a person
B identification certificate corresponding to the same user for an e.:xis'ting public key
certificate which has already ‘t;een stored in said |nformat|on processrng apparatus said E
information processing apparatus performs a process for creating pair information of
identifiers of each certificate and for storing the pair information |n the storage means
' (. g col 54 In 20- 30) i "'WV\."ct- e A.,-:, L ’“ "5i":_'::.()i'.:0f\2;5‘3';”&3;. A
33, Regarding diaim 2gzental it T T
Bianco discloses an information processing apparatus according to CIairn.22, wherein
said intormation processing apparatus performs a process for retrieving a public key
certificate used for datafcomrﬁﬁ'nic‘ation'with an extern.al"appara:'t‘ﬁs with stored data of
the storage means of the information b%c'e‘ssing'éppaFé*iGS’i?éiﬁa*ﬁéféa“as the Tetrieval
target on the basis of user input information, creates a pair of a public key and a secret

key when a corresponding public key certificate cannot be extracted transmits the

created public key to the certificate authority which is a public key certlf cate |ssu1ng

e T oate and L vam b SSimation I the stor- worwans 0
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entity, makes a request for'issuing apublic key certificate, and perforrns a process for :

storing the pinlic key certificate issued from said certiﬁcate.authority in the storage

means of the information processing apparatus (e.g. col 54 In 20-30).

\ ~ 34. Bianco discloses an information processing apparatus according to Claim 24,

" 35. 'Regarding claim 26 —

wherein, in the process for storing the newly obtained personal ldentif cation certif cate |
in the storage means, when said newa obtained person |dent|f cation certlt" cate is a
person identification certificate corresponding to the same user for an existing public

' _ key certificate which has already been stored in said information processing apparatus,
said informationrprocessing:appz’a‘ratti‘s}perforrns a_proce_.s's for creating pair information: /
~ of identifiers 'of each certificate and stores the pair information in.‘the'sto.rage means

(e.g. col 54 In 20-30). ' ° e

Bianco discloses an'inforr'riation;p‘%ces’s‘ing"apparatusja‘ccoraing; to’Claim 24, wherein,
_in the process for storing the newly obtained personal identification certiﬁcate in the

storage means, when said newly obtained person identification certificate is a person’

‘ _ identification’ certificate corresponding to the'same user for an eX|st|ng public key

certificate which has aIready been stored in said mformation processnng apparatus said .. .
information processung apparatus performs a process for creatlng pair information of

identifiers of each certiﬂcate; stores the pair information in‘the storage means, and

- registers together a process identifier which'identifies a process such as services to be

~used (e.g. col 55 In"45- 60) C o S , SRR

36. . Regarding claim 27 =

oo R SR L SR PR
L L T I T } .’ .. - e b

e 3zeld O ly ODTEIRGD persC L dentiinCaion ConiiCi T s L wisun
. . . H i . .J‘
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* Bianco discloses a program providing medium for providing a computer program for
causing a person application authentication data process for performing a person
authentication process to be performed ina computer system based on a verifi cation |
process between a template extracted from a person |dent|f cation certificate in WhICh
the template which is person identification data of an individual user who uses an
information processing apparatus and user input sampling information (104, col 3 In 1-5,
"‘compared measurements of unique personal characteristics”), ':said computer program
comprising: I

a step for retrieving a person identification certificate used for a person
authentication process based on the user input information (e. g col 16 In 5-20,

@

switchboard object recelves the request via comm object and creates receiver

TR AR A SERCUIR | ESlat A I g r,... . H"r"“ B I IC

object );

a step for outputting a request for issuing a person identiﬁcation'certiﬁcate toa .
person identification certificate authority which is a perso'n'identif cation certificate
issumg entity when a person |dent|f|cat|on certlf cate correspondlng to the user |nput“
information cannot be extracted (e g. ol 16 In 5- 20 “”SW|tchboard object receives’ the B
request, via comm. object, and creates receiver object’);

a step for creating pair information of identifiers of each certif cate when said
person identification certifi cate issued from said person |dent|t' cation certit" cate authority' -

is a person identification certit" cate corresponding to the same user for an exnsting

public key certificate which has already been stored in said information' processing

" apparatus (e.g. col 54 In 10-28, “ digital certificate from a certificate authority”); and

AL CLques o L sy Lorren aohblin ion s oo L

"yl
. . . R T . .
L R A ) St a7 .f:fi‘v_r,,;!.'" AIE AR N PRS-,
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~ a step for storing the palr mformatron in the storage means (e g coI 54 In 10- 28

- T,

“encrypted digital certifi cate containing . |dent|f cation |nformat|on”)

37. Bianco does not use the same steps in the same order as the instant application.
Mere re-ordering of steps, however, would be obvious to one of:ordinary skill in the art
and thus does not confer patentablllty o |
38. Examiner's note: Examlner has cnted partlcular columns and line numbers in
the references as applied to the claims above for the convenience of the applicant.
Although the specified citations are representative of the teachings in the art and are

applied to the specific ||m|tat|ons,W|th|n the |nd|V|duaI cIalm other passages and fi gures,

may be applled as well. It is respectfully requested from the appllcant |n prepanng the
responses, to fully consider the references in entirety as potentially teaching all or part.

' of the claimed invention as well as the context of the'passage as taught by the prior art

. : Lo Lo 8@ 3t BN 2ind Ly JS I N
or disclosed by the examiner. E»".’-"lf.; S : - m S

oL T s [ N . TS Sk 1a Bl C»rd'nfwr\/ cradiegey ot

‘Conclusion

39.  The prior art made of record and not relied upon is considered'p'ertinent to

vvvvv

. app“cantns disclosure._ et e e e :_,.._..,T_.._...'._.,.-._..:..:.‘;.u,.',.'ul i e e

40.  Matchett et al (USﬂf5,‘229;7ht'31)’d'iscloses"a conti'r'i”uous"ttfior'nfetrtc':'pauthentication o

v : - et . . . .
C Lo - g e R _4-_1 vyt A oyhe »t-\'., R

matrix.

41.  Musgrave et al (US 6,505,193) discloses a system'and method of fast biometric

v IO (e .
B L L S I R TR P TR Y

" database searching using digital certifi catesi™ e

REN

42..  Marckini et al (US 5 907 149) d|scIose an |dent|f catlon \card wrth dellmlted usage

43.  Ohtsuki et al (US 5,831 547) dlsclose a wrreless card system o

Y S Y I AR E]
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44. THIS ACTION IS MADE FINAL. Applicantis reminded of the extension of time -
policy as set forth in 37 CFR 1.136(a). |

‘ . 45, A shortened statutory penod for reply to th|s fi naI actlon is set to expire THREE ..
MONTHS from the mailing date of thrs actron In the event a f rst’ reply is filed within -
. TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the

- shortened statutory period will expire on the date the advisory action is mailed, and any

{

- extension fee pursuant to 37 CFR 1.136(a) will be-calctrlated from the mailing date of -~ - - .

the advisory action. In no event, however, will the statutory period for reply expire later -
than SIX MONTHS from the mailing date of this final action. |

- 46.  Anyi |an|ry concernlng this communrcatlon or earlrer communlcatlons from the "
'exarnlner sheuld be d|rected to,Crlstrna Owen Sherr whosetelephone nymb_er is 571-
272-6711. The examiner can normally be reached on 8:30-5:00 Monday through .'
Friday. | R

- 47.  If attempts to “rvea’ch"the examiner by t'eleph'one.“are Unsﬁeeeseful the examiner's

A of e TVIRED =i

superwsor James Trammell'can be reached on 571-272 6712“‘The fax phone number Lo

- for the organization where this application or proceeding is assigned is 571-273-8300.

. f - .
e [ I R A G, S o N - L

cae S non e malling'dat of this weal sction. .« -2 L L
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‘ ~ 48. Information regarding the status of an application may be obtajned from the
Patent Applicétion Informa_tion Retrieval (PAIR).s_ystem.'? $ta.tﬁs,.jnfof'mation for"
published abplications may be obtained from either Private FPAIR Aor Pubﬁc PAIR. '
Status information for unpublished applications is available through Private PAIR.onIy. '

\ ~ For more infbfmétion about the PAIR system, see http://pair'-dire.ct..usp_to.gdv. Should .
ybu have queétions on access to the Private .PAIR system, co‘ht_g"ct‘the Electronic' '
Business Cénter (EBC) at 866-217-9197 (toll-free). If you wbuld .Ii‘kué éssistaﬁce from a
USPTO Customer Service Representative or access to the automated information

. system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

COsS, 07/18/06
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